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10 Ways To Protect Your Data1
Use Two-Factor Authentication
Always use 2-Factor authentication
to access any account as it
provides an extra layer of security
from data breach.

2
Don’t Click on Unknown Links

Never click on links in email/SMS
received from unknown users.
This will help in protection from
phishing scams.

4

Use Cloud Synching Carefully
Disable automatic file 

synching/uploading  on cloud and 
media sharing wherever possible. 

3
Delete Recorded Conversations
Regularly delete recorded 
conversations on personal assistant 
like Alexa/Siri/Google ,as this can 
be misused without consent.

5

Use Social Media Carefully
Minimize the amount of personal
data on social media platforms.
Never share your location or
financial data on social media.

6

Keep a Check on Bluetooth
Make sure to disable the 
Bluetooth when not in use on your 
devices. Bluetooth vulnerabilities 
can be used to siphon data. 

Use Strong Passwords
Use strong passwords that are 
combination of alphabets, numbers 
and symbols. Never use personal 
information in your passwords.

10

7

Regularly Update your Devices
Keep your computers and mobile 
devices patched and updated.
Updated devices reduces the risk 
of data breaches.

8

Encryption of Data 
Keep your important personal data 
in encrypted form. This helps in 
reducing the chances of stolen 
data to be exposed.

9

Avoid Using Public Wi-Fi
Never use public Wi-Fi while doing 
any financial transaction. Public 
Wi-Fi are prone to Man In the 
Middle attack ,which may lead to 
data breach.


