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HOW TO PROTECT YOUR DATA FROM RANSOMWARE
CYBER JAAGROOKTA DIWAS 06-11-2024

Keep your Operating System and Antivirus Updated: Regular update of OS and Antivirus helps to protect from latest
malwares/viruses. Security updates patches the vulnerabilities that could be exploited by any malicious actors.

Be safe from Phishing Emails/Links: Avoid opening email attachments/ clicking
on links from unknown sources as it may trigger download of malicious files
that may contain ransomware.

Do not connect USB devices received from unknown sources: Connecting USB
devices like Pen drive/ Hard disks received from unknown sources might
execute malicious code and infect the device with the ransomware.

Data Backup: Regular data backups are an effective way of recovering from Ransomware attack. When a system is
affected from ransomware and data cannot be decrypted back, then the backup of the data is very helpful.
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