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Our Bank presented
Dividend Cheque to Honorable Minister for Finance & Corporate Affairs

Smt. Nirmala Sitharaman

Shri Swarup Kumar Saha (MD & CEO), Shri Ravi Mehra(Executive Director), Shri Rajeeva
(Executive Director), Smt. M.G. Jayasree (MoF Nominee Director) and Shri Arnab Goswamy

(Chief Financial Officer) were present there to handover the dividend cheque.
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MONEY AND WEALTH

e have all heard of money and wealth. Money makes
Wthe mare go; reads an English phrase. Consider
another one we learnt at school. ‘Early to bed and
early to rise, makes a man healthy, wealthy and wise’ Notice
that of the two phrases, one talks of money while the other

mentions wealth and exhorts us to aim to be wealthy in life;
not moneyed.

So, is money and wealth the same thing or are they different?
For most of us the concept and understanding about the
precise meaning of the two are hazy. The economists, who are
experts in such matters, tell us that they are related but not the
same thing. Money and wealth are not synonyms. Instinctively
too, it is obvious to common people that in a modern society
wealth is regarded superior to money. Let us understand the
distinction between the two.

To understand the difference between money and wealth,
consider the example of a salaried person who receives a fixed
sum of money as salary at the end of each month. He pays all
his bills, rents, travel, school fees, entertainment, health bills
and other expenses from the money he receives as his salary.
Assume he has some money left at the end of the month, after
meeting all his expenses. We call this as his savings which he
puts in his bank account. This is the money he can call as his
own. His savings are his wealth.

If he saves some money from his salary each month and
depaosits in his bank account, then over time his savings in the
bank will grow as his savings will now earn interest. He can
choose the method of keeping his money in the bank. He
can use savings account or he can choose the fixed deposits,
whereby he deposits his savings with his bank for a fixed
period and the bank pays him interest. In this way his savings
begin to earn and grow.

We say that his savings each month are his wealth. His wealth

will grow with time because the saving each month will get
added to his ‘wealth’ and the interest earned on the amount in
his bank account will also increase. This is one example. There
are other methods of investing his savings, which may earn
him more.

We see that the salary earned by the man in our example is
money but all of it is not wealth. He will spend most of the
money received as salary to pay for the goods and services
essential to run his household. What he receives as salary is
money. It is compensation for the services he renders to his
employer. But it is only what he saves from his salary after
paying all living expenses that really belongs to him. This
constitutes his wealth.

We can extend the example to other people in society like shop
keepers, skilled workers or those who are self-employed. We
see that in their cases too, all money they receive is not wealth.
They too must meet their household and other essential
expenses from their incomes. What remains will be their
savings. It is only what is left after meeting all expenses that
will count as their wealth. If they invest their ‘wealth’ wisely, it
will begin to earn and their ‘wealth’ will grow with time.




Money is a medium of exchange, usually the currency of
a country. It is used by people and entities to pay for goods
and services, and to repay loans. In ancient human societies,
barter was the practice followed by people to pay for goods
and services. In those days, the payment in the international
trade were accepted in gold and silver. As the civilisations and
their human societies progressed, currency was invented. It
has made the financial transactions simple and easy.

Over the centuries the currency has undergone improvements.
It has taken the form of metal coins and paper money. We use
them today in our daily cash transactions at the market place.
In the last few decades advance in computer technology has
influenced money and currency. The money transactions
among the public and institutions are now more and more in
the digital form and less and less in hard currency.

In the developed and advanced countries, the digital financial
transactions have almost fully replaced the cash. These
societies are close to becoming cashless. In the last couple of
decades, our own government has taken steps to popularise
the use of digital money rather than cash. This has been made
easy by the invention of smart phones. The digital financial
transactions have become popular in India too as more and
more people embrace them.

In practice, common people use both, cash and digital money,
for transactions at the market place in their daily lives. Salaries,
wages, payment for goods and services and purchases at
market place are examples of money paid as consideration
for the transactions. The variety of such everyday money
transactions in a modern human society is multifarious.

We have seen that money provides a sense of security and
convenience, but it doesn't necessarily equate to wealth.
Wealth is regarded as superior to money. Wealth is something
which commands goods and services at will. If a person has
adequate wealth, then, barring some exceptions, he or she can
acquire whatewver he or she wishes to; tangible or intangible.
Wealth In ancient Indian texts is also called ‘sarab sadhan;
meaning it can solve almost all problems in life.

Wealth is more than money. Land, and even livestock, can
be and has been used to measure and evaluate wealth. The
ancient Egyptians, for instance, measured wealth based on
quantity of wheat possessed by a person. Herding cultures
have often used sheep, horses, or cattle as measures of wealth.
In the south Indian state of Kerala, number of coco-nut trees a

person owns is regarded his wealth. The coco-nut trees yield a
crop of coconuts each season which earns cash to the owner.

The economists define wealth as the total value of a person's
assets, minus the debts. It includes the value of physical and
intangible assets, such as property and investments. Wealth
allows a person to take advantage of favourable investment
opportunities which may present themselves at short nofice.

Wealth can also include aspects of life beyond finances, such
as health, education, relationships, goodwill and personal
growth. Wealth can impact many aspects of life, including
educational attainment, job opportunities, political power,
and overall well-being. Money is wealth but all wealth is not
Money.

Riches is yet another term used in the context of money
and wealth. Human societies differentiate between rich and
wealthy. A wealthy person is regarded superior to the one
considered rich.

There is an important and essenfial difference between
the natures of money and wealth. The real value of money
decreases with time on account of ever-present inflationary
tendencies in the price of the goods and services. With passage
of time, as inflation impacts, the price of goods and services
will increase, and the same amount of money will buy less and
less quantity of goods and services.

If there is an inflation of 10 percent, then a sum of 100 rupees
today will be worth 90 rupees after one year. After one more
year, its value will depreciate by another 9 rupees and it will
then be worth only 81 rupees. The true and real value of a
principal amount will continue to decline each year depending
on the prevailing rate of inflation.
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Wealth on the other hand appreciates with time. Consider
an example. An amount of 100 rupees deposited in the bank
at 10% annual interest will become 110 rupees after one
year. The second year will earn 11 rupees by interest and the
amount will become 121 rupees. With each passing year the
wealth in our example will appreciate by 10 percent. There
are other methods of investment available to a person with
wealth. He can invest in real estate, housing, business and
trade opportunities etc.

For the wealth to appreciate in real terms, it must be invested
in such a way, that it earns more than the prevailing rate of
inflation.

We should continuously make effort to convert our earned
money into wealth. For most individuals it is advisable to save
10 to 15 % of their eamings each month and put the money
thus saved into the bank as fixed deposit for a period which
earns maximum interest. Your bank will advise you on this
count. This should be done each month. When these fixed
deposits mature, they can be renewed for another period. The
process should be followed for as long as possible.

Written life, a perfect boon
Live this beauty, like a full moon..
Mo matter what; always carry a smile
Trust the plan, walk a mile &

BUT

“ONE LIFE"”

Hey Blue Blue, any clue???
Why you dim, add some hue..
You locked the code, lost the zeal
Be rainbow mode, accept the deal..

Life is a mockery; to the extreme
Fate is like lottery; Winning is like dream..

Existing is an option; Living is a choice
This world will hear you; just raise your voice..
After all, ONE LIFE !1!

For those who are young in their careers, the practice of
saving each month, investing the savings in fixed deposits
and renewing them on their maturity should begin now and
in earnest; and continued for as long as it is possible. Such
financial discipline, if continued over 20-30 years will make
their savings turn into substantial amount of wealth. So
substantial that it will surprise them. They will begin to enjoy
the benefits of their wealth.

The financial security from the wealth so created, will be
in addition to the financial benefits received by a person
on his retirement. His own wealth, which he has created by
wisely saving and investing will be a source of additional
regular substantial income. His wealth will be a real gold
mine for meeting the expenses of higher education, marriage,
purchasing house etc. or meeting other commitments and
responsibilities. Such heavy expenses often arise just before
or immediately after retirement. With the financial security of
the wealth so created, the wise man and his family will enjoy a
happy retired life.

It is time for you to start converting your money into wealth.

Retd. Chlef Manager

Gurjeet Singh
Manager
HO Inspection
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BRANCH INCHARGES MEETING

Zonal Office Chandigarh Organised Branch Incharges Meeting In the Presence of Shri Ravi Mehra, Executive
Director & Shri Chaman Lal Shienhmar, Field General Manager and Felicitate the top performer of the Branches.
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RBl’s Latest Guideline on Wilful
Default and Wilful Defaulter

[—l Shantnu kumar -—I

efault means non-payment of a loan availed by a
D borrower. A wilful defaulter is an entity or a person that

has not paid the loan back despite the ability to repay
it.

As per the RBI regulations, wilful default covers several broad
areas: Deliberate non-payment of the dues despite adequate
cash flow and good net-worth, siphoning off funds to the
detriment of the defaulting unit, Assets and proceeds have
been mis-utilised; Misrepresentation / falsification of records;
Disposal / removal of securities without bank’s knowledge;
Fraudulent transactions by the borrower.

As per an article published in Indian Economy & Markets
dated 19.08.2023, top 50 wilful defaulters owe Rs.87,295 Crore
to banks. These defaulters include Mehul Choksi's Gitanjali
Gems, Rishi Agarwal's ABG Shipyard, REl Agro, and Era Infra
Engineering. Of these wilful defaulters, top 10 owe Rs 40,825
crore to scheduled commercial banks, Minister of State for
Finance Dr. Bhagwat Karad said in a written reply to the Rajya
Sabha. Mehul Choksi's Gitanjali Gems is the biggest wilful
defaulter as it owes Rs 8,738 crore to banks. It is followed by Era
Infra (Rs 5,750 crore), REl Agro (Rs 5,148 crore), ABG Shipyard
{Rs 4774 crore), and Concast Steel and Power Limited (Rs
3,911 crore). Other wilful defaulters include Rotomac Global
(Rs 2,894 crore), Winsome Diamonds and Jewellery (Rs 2,846
crore), Frost International (Rs 2,518 crore), Shri Lakshmi Cotsyn
(Rs 2,180 crore), and Zoom Developers (Rs 2,066 crore).

PROCESS OF IDENTIFICATION AND CLASSIFICATION OF
WILFUL DEFAULTER:

A lender can identify and classify a person as wilful defaulter by
following the procedure directed by REBI in its Master Direction
RBI/Dor/2024-25/122 dated 30.07.2024.

All NPA accounts with outstanding amount of Rs.25 Lakh and
abowve will be examined from wilful default angle or as per
amendment made by RBI from time to time. If any angle of
wilful default is being observed in initial screening, process
of classification needs to be completed within & months of
classification under NPA category.

Following are the standard guidelines prescribed by RBI for
classifying an entity or a person as wilful defaulter:

(A) theborrower hasthe capacity to honourthe said obligations;

(B) the borrower has diverted the funds availed under the
credit facility from lender;

(C) the borrower has siphoned off the funds availed under the
credit facility from lender;

(D) the borrower has disposed of immovable or movable assets
provided for the purpose of securing the credit facility
without the approval of the lender;

(E) The borrower or the promoter has failed in its commitment
to the lender to infuse equity despite having the ability to
infuse the equity although the lender has provided loans
or certain concessions to the borrower based on this
commitment and other covenants and conditions.

Classification of wilful defaulter will be done in a structured
manner and the evidence of wilful default shall be examined by
an identification committee.




Identification committee on its satisfaction of wilful default,
will issue a show cause notice to entity/individual asking
submission from them within 21 days. After analysing the
submission provided by entity/individual, identification
committee may forward the case to reviewing committee for
classification of wilful default. Identification committee will
furnish all the information in writing to review committee (For
cases where identification committee believes that the entity/
key stake-holders do not qualify for classification as wilful
defaulter, such cases need not to be referred to the Review
Committeg).

The key beneficial owners will be informed about the proposal
of classification under wilful default along with the reason
thereof. Beneficial owner of entity/individual will be provided
an opportunity of representation within 15 days of case being
forwarded to review committee.

An opportunity of personal hearing shall be provided to
key beneficial owners/individual. Review committee after
analysing all details of proposal including facts furnished
by identification committee, representation provided by
beneficial owner and personal hearing will take a decision.

Above process of classification of wilful default is an in-house
proceeding hence, any legal representations will not be
allowed.

Decision taken by review committee will be communicated to
wilful defaulter in shape of reasoned order.

STRUCTURE OF COMMITTEE LOOKING AFTER WILFUL
DEFAULT CASES:

Committee structure along-with rank of officials will be designed
under Board Approved Policy. Identification/Review committee
must have designated official and competent authority who
can pass order on behalf of respective committee.

Independent directors/nominee directors will not be declared
under wilful default unless it is conclusively established that
default occurred with their involvement.

REBI PRESCRIBED MEASURES
DEFAULTERS:

AGAINST WILFUL

# Initiation of criminal proceedings- Lender may proceed
for criminal proceedings after understanding the gravity
of matter.

# Publishing of photographs of wilful defaulters- Board

approved guidelines is required for the purpose of
publishing photographs.

# Penal and other measures against wilful defaulters- No
additional credit facility to individual/entity to which the
person/firm is associated. No facility to the individual/
entity up to 5 years even after removal of name from “List
of Wilful Defaulter”.

# Restructuring of credit facility will not be allowed after
declaration under wilful default till the time name is not
removed from the list of wilful default.

OTHER MISCELLANEOUS GUIDELINES:

#+ Internal auditors are required to report the cases of wilful
default and also recommend the steps to prevent the
same in future.

# Guarantor’s liability is equal to principal debtors. If
guarantor refuses to pay debts, it will be classified under
wilful default.

+ Allregulated entities (REs) are required to report the cases
of wilful default to CICs.

# (CCs will display the name of suit-filed and non-suit-filed
cases on its website.

+ In cases of compromise settlement, name of wilful
defaulter will be removed from the list after full payment
of the amount of settlement and not after initial payment.

# A comprehensive investigation must be done for all
accounts being transferred to ARCs irrespective of its
classification as NPA, having outstanding balance of Rs.25
Lakh and above.

+ Name of wilful defaulter shall be removed from LWD after
implementation of the resolution plan under IBC.

# Role of auditors is very crucial as they need to look for
different aspects like, credit appraisal, monitoring end use
of funds.

REI has proposed a structured framework for identification,
classification, and reporting of wilful defaulter. Regulated
Entities will have a comprehensive guideline and control to
handle the cases of wilful default, on the other hand it also
provides opportunity of representation to the borrowers.

Senlor Manager
Staff Tralning College
Rohinl
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CYBER CRIME: A HOLE IN THE
BOAT OF BANKING INDUSTRY
AND THE WAY FORWARD

|—~ Shourya Soni -—]

Learning Objectives of Case Study

The major objective of this study is to provide a better
understanding of various types of cybercrime that are affecting
the Banking industry in India along with preventive measures
that can be taken to curb cybercrime. The available remedies
to victims of cybercrime along with cyber laws will also be
contrasted upon for better understanding of cybercrime and
its prevention.

Intreduction

Cybercrime has significantly increased in India in the last few
years especially with the advancement of technology. The
seeds of the technology were sown in the |ast few years that
have reaped a variety of fruits we all enjoy today such as Digital
Banking, E-commerce, Digital payments etc. However, in order
to enjoy these fruits we must overcome certain challenges
with Cybercrime being the prime challenge amongst them.
It is indeed the need of the hour to create awareness about
emerging cybercrimes and thereby minimize cybercrime in
the country.

Evolution of Cybercrime In India and the current state

India ranks number tenth in the world when it comes to
cybercrime as per the World Cybercrime Index 2024 as also
depicted in Chart 1.0 below and the numbers are increasing
very rapidly whichis a major cause of concern. Inthe beginning
the absence of any special legal provisions for cybercrime
added to the rapid growth in the number of cybercrime being
committed in the country. Cyber laws were introduced in India
after the enactment of the Information Technology Act 2000
which was amended in the year 2008 and enforced in 2009 to
further strengthen the cyber laws in the country. Now as per
the latest official data from the National Cyber Crime Reporting
Portal nearly 800 online financial frauds are reported in India
on daily basis and the number is continuously increasing. India

has emerged as a major IT service exporter in the last few years
which also added to the rise in Cybercrime as new technologies
and skills emerged in the country. Every year Crores of rupees
are lost in India due to various types of cybercrimes.

1 World Cybercrime

The government has indeed formed various special
cybercrime cells to curb cybercrime; however, it is still very
difficult to trace the perpetrators of cybercrime. As per the
press release by the Ministry of Home Affairs (Annexure 1),
during the year 2023 a shocking number of 1128265 (Eleven
lakhs twenty-eight thousand two hundred and sixty-five)
cyber fraud complaints were lodged by the citizens in India
for a whopping amount of Rs. 7488.63 Crores. It is pertinent
to note that these numbers only reflect the official complaints
lodged by the customers wherein a large number of customers
are still unaware of the correct procedure to lodge cybercrime
complaints and therefore much of the cybercrime in India still
stands unreported as well as unaccounted for.

Uttar Pradesh topped the list in India for the most number
of official cyber fraud complaints in the year 2023 followed
by Maharashtra and Gujarat which is around 40% of the
total cyber frauds in India as depicted in Chart 2.0 below. It
is pertinent to note that Uttar Pradesh doesn't top the list for
the number of Digital transactions in India but has the highest
number of cyber frauds reported in the country.




Chart 2.0: Number of Cyber frauds reportedin
India in the year 2023
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Cyberawareness stillremains achallenge forthe government as
the rural and semi-urban areas of the country are still deprived
of cyber awareness. Further, the criminals are constantly
upgrading their technigues for committing cybercrimes, and
thus the public needs to be regularly made aware about the
latest techniques of cybercrime and its prevention.

The perpetrators get hope from the complex long process of
identifying and tracing out the culprits in case of cybercrime.
It is pertinent to note that there are a limited number of
investigating officials in the country and the number of
cybercrime is increasing very rapidly at an exponential rate.
Thus, the investigation often takes a long time to reach its
logical conclusion which is posing an alarming system in the
country.

Questlons arising out of the case study

# What are the types of Cybercrime that are affecting the
Banking industry in India?

# What preventive measures can be taken to curb
Cybercrime and why?

# What are the available remedies for victims of cybercrime?

What are the prevailing Cyber laws in the country and what

-*

amendments are required to help reduce cybercrime?
Major types of Cybercrime affecting the Banking Industry

It is of utmost importance to understand the various types of
cybercrime which are affecting the Banking industry in India
as knowledge and awareness is indeed the key to curbing
cybercrime. We are contrasting the most important types of
cybercrime as even a brief understanding of this can save an
individual lakhs of rupees.

UPI SCAMS

This is the most common cybercrime which is affecting the
whole Banking industry and lakhs of customers across the
country. The post-demonetization era saw a rapid rise in
UPI transactions and so the UPl scams have also risen to a
new level in the country. The major challenges currently
being encountered in UPl scams are the traceability of
the perpetrators and lack of vigilance amongst UPI users.
Nowadays UPI is one of the most commonly used methods
of digital transaction amongst the customers. Although the
average ticket size of UPI transactions still remains low but the
number of UPI transactions has exponentially grown in the
last few years, especially after the Demonetization.

The victims are often deceived into believing that they are
making payment to the genuine beneficiary when in turn the
criminals often use spoofed Virtual Payment Address (VPA) to
defraud the victims and collect payment to their account. The
usage of a virtual payment address makes it very difficult to
identify the culprits as there is no Bank detail of the beneficiary
such as Bank account number, IFSC code, etc. when the
payment is being made to the virtual payment address.

All the Banks in the country are flooded with cybercrime
complaints related to UPL

One of the major issues encountered by account holdersisthat
if they unknowingly accept any digital payment from a person
who was involved in cybercrime, then their own account is
also put on debit freeze or lien marked by the authorities until
the completion of the investigation. The investigation process
is complex and long which often lasts from a few weeks 1o a
couple months.

OR Code Scams

With the rise of micro and small entrepreneurs using the QR
Codes for accepting payment, a new way has been paved for
cyber criminals. OR code scams pose a very alarming threat to
the Banking industry in India. In this case, manipulation of the
OR code is done by cybercriminals in such a way as to redirect
the payment directly to the account of criminals instead of the
original beneficiary account.

Sometimes the OR codes are also manipulated in a way that
they redirect the users to malicious phishing websites wherein
users are tricked to give away their Banking credentials.




Digital Arrest

Asthetechnology advanced sodid the methodsofcybercrimes.
Digital Arrest is one of the newest types of cybercrime that is
growing very rapidly in India. Mowadays, cybercriminals are
using various social media platforms like Facebook, Instagram,
Linkedin, etc. to gather information about individuals. The
scammers then call the victims impersonating Police or CBI
officials and scare the individuals to frame them in various
criminal offenses and arrests. The scammers have also started
using Al (Artificial Intelligence) generated voices to deceive
the users.

Usually, the scammers indulge the victims in video calls and
victims are threatened not to leave the video call until they
make payment for the closure of investigation. The victims
often give in to their fear and pay a hefty sum of money as
bribes to these scammers posing as investigating officials.

The victims in such cases are not limited to illiterate customers
but highly educated customers like Lawyers, Bankers, Doctors
and even IIT professors have also fallen prey to Digital Arrest.
When the brain is put under a tremendous amount of stress,
the decision-making power of people is often weakened
which results in people giving into these fears and not being
able to judge the situation properly.

OTP scams

In this type of scam, Cybercriminals deceive customers by
posing as courier delivery agents, customer care agents of
the Bank, food delivery agents, etc. The perpetrators call the

customers posing as courier/ food delivery agents and ask for
OTP from the customer. When the customer denies ordering
any courier or food, the perpetrators insist on verifying the
OTP with the customer for cancellation of the order, thereby
confusing and deceiving the customer.

Phishing

Phishing involves sending deceptive emails, messages, or links
to fake websites with the purpose of stealing login credentials/
information of user's bank accounts. The fake websites are
crafted by the criminals in such a way that they exactly look
like the original website and thus the users are deceived easily
by such Phishing attacks.

Phishing is generally done in bulk by the perpetrators
targeting multiple users at once; however, the same is also
done individually to target high-net-worth individuals.

Malware Attacks

Malware attacks have increased rapidly in the last few years
wherein the criminals deceive the users by sending fake
cashback links, fake customer support, or convincing the
users to install remote access applications in user devices.
Installation of such applications allows complete access to
user's data and information to fraudsters.

Preventive Measures to Curb Cybercrime

As the saying goes prevention is better than cure, so we need
to stop cybercrime from happening rather than going for
remedial measures. Prevention is indeed the best medicine
against the fast-spreading disease of cybercrime. There are
various preventive measures against cybercrime which must
all be given due attention for curbing cybercrimes

Cyber Awaraness

Cyber awareness is the best shield against cybercrime. It is
essential to have basic knowledge about latest cybercrime
techniques and keeping up to date about the latest news,
applications, etc. Being vigilant about what information is
being shared on your social media platforms and to whom it
is being shared always helps in reducing the chances of being
scammed by cybercriminals.

Online friend requests from strangers on social media
platforms must not be accepted to avoid the leakage of private
information to potential cyber criminals.




Using Strong Authentication Methods

It is pertinent to note that strong authentication methods
provide an extra layer of security against cybercrime. Two-
factor authentication methods (Password as well as OTP) must
be enabled for all financial transactions. Passwords must not
be written anywhere nor to be shared with anyone.

Users should avoid using Banking channels on public Wi-Fi
networks and no personal information should be shared over
such networks.

Using The Latest Antivirus Software and Firewalls

Mobile devices and computers must be installed with latest
firewalls, antivirus software and security patches. All software
and applications should only be installed from official websites
or verified links to avoid any malware apps.

Belng Vigllant

While making any transaction, user must check the URL
address for secure sign status. Users must ensure that they are
only using HTTPS (Hypertext Transfer Protocol Secure) while
making any online financial transaction and no unverified
links should be used.

The users must also properly check the URL address as many
scammers have started creating lookalike websites with
similar URL addresses to trick online Banking users.

One of the most important checks that is generally ignored
by many consumers is to regularly check the Bank statements
which may highlight any fraudulent transaction that the
consumer is unaware of.

Users must not click on any attachments or links mentioned in
spam emails or unverified websites.

While receiving any call from unidentified numbers regarding
Digital Banking, OTP wverification or any other confusing
scenario, users must cross-verify all the details. Users must
always keep calm and analyze the situation properly as

panicked users will always give in to their fears later realizing
that they have been duped.

Cyber Insurance Cover

Buying Cyber Insurance coverage is gaining lot of popularity
amongst various businessmen and High net worth individuals
in India. Although cyber insurance cover remains limited to
only a specific section of society due to lack of awareness but
it is indeed gaining popularity in India.

Avallable Remedies For Victims Of Cybercrime
Contacting The Bank

The first thing to be done after realizing that you have been
a victim of cybercrime is to contact your Bank's customer
support team and report the cybercrime to the concerned
department. The Bank will advise for hotlisting of Debit card
or freezing the concerned account to prevent any further
cybercrime activity.

Further, customers can lodge complaint to the Bank for
availing compensation as per the policy of the Bank. Generally,
if the customer has not shared any password, PIN or any other
personal detail with the scammers and fraud has taken place
without the negligence of the customer then the customers
are awarded with full compensation up to the amount of
fraud. This is because the Bank takes full responsibility for
any security breach or loophole on the Bank's part and thus
the customers are secure from any liability when this type of
cybercrime is committed.

RBI has already introduced the policy of zero customer liability
back in 2017 which clearly states that if the fraud occurs after
the customer has reported about compromise of account to the
Bank or if no credentials are shared by the customer then the
Bank will bear the fully liability of the fraud amount involved.

Lodging complaint on National Cyber Crime Reporting
Portal (NCRP)

Customers can also lodge online complaint on Mational
Cyber Crime Reporting Portal by simply visiting their website
“https://www.cybercrime.govin® First-time customers would
need to register on the portal to lodge cybercrime complaint.
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The government has made this portal very user friendly and
the portal has made it very easy to lodge Cybercrime complaint
by just sitting at home.

Lodging Complaint With Local Cyber or General Police
Station

Customers can approach their local police station or Cyber
Cell to lodge complaint about Cybercrime. It is imperative to
note that proper documentation must be maintained by the
customers and all the evidence should be preserved to ensure
fair trial.

Lodging Complaint With Other Relevant Authorities

If the cybercrime involves any other sector such as Insurance,
tradable securities, etc. then the customer can also reach
out to the concerned authorities for lodging Cybercrime
complaint such as the Securities and Exchange Board of India
(SEBI) in case of tradable securities and likewise Insurance
Regulatory and Development Authority of India (IRDAI) in case
of cybercrime involving Insurance products as well.

In conclusion, it is recommended that as soon as cybercrime
is committed an individual must immediately contact the
Bank to lodge complaint for freezing/ blocking the concerned
accounts or card and then the customer can proceed to lodge
complaint at the next level i.e. National Cyber Crime Reporting
Fortal or the local police authorities etc. Alternatively, the
customer can also approach other authorities like IRDAI, SEBI,
etc. as this will ensure extra push from these authorities for the
timely conclusion of the cybercrime investigation.

Prevalling Cyber Laws In India
Existing Cyber Law framework In India

Cyber laws were introduced in the country under the
Information Technology Act of 2000 after approval from
the Parliament of India. With the constant modernization
of technology and changing scenarios, the Information
Technology Act 2000 was amended in the year 2008 which
came into force in 2009 with the purpose of strengthening the
cyber laws in the country.

The punishment for cybercrime ranges from a particular amount
of fine to a specified amount of imprisonment. A penalty of
imprisonment for life can also be imposed in cases of Cyber
terrorism which is the strictest penalty defined under this act.

On 11th August 2023, the government of India passed the
Digital Personal Data Protection Act (DPDP). The act recognizes
right of the individuals to protect their personal data and the
need to process the personal data for lawful purposes. This act
is extraterritorial and so it applies to all entities operating in

India as well as outside India if they are involved in processing
the data of Indian citizens.

Need for Reforms and Strengthening of Existing Cyber
Law Framework In India

Despite India's existing cyber law framework, there are still
some limitations and challenges in the existing Information
Technology Act such as the absence of clear procedures,
definitions and penalties for various cybercrimes.

Further, the conviction rate for cybercrime remains critically
low in India as compared to the number of offenses being
committed. The major reasons contributing to the low
conviction rate in cybercrime are difficulty in tracing the
perpetrators and the absence of stringent laws for cybercrime.

Therefore, it is the need of the hour to enact updated cyber
laws that cover all aspects of cybercrimes. Special courts and
additional tribunals must be established by the government
to speed up the trial and judgment procedure in cybercrimes.

Conclusion

It is no doubt a fact that Cybercrime has a serious impact on
the Banking industry in India. Cybercrime poses significant
challenges to the economic growth and development of the
country due to the huge financial losses, business disruptions,
security breaches, etc. Therefore, it is the need of the hour to
spread Cyber awareness in the country and penetrate the same
from rural to metro areas so that cybercrime is prevented from
happening. The government and institutions must give cyber
awareness a major push amongst the population.

We must use cyber awareness as a sword and preventive
measures as a shield against cybercrime. Crores of Rupees can
be saved from cybercrime just by being vigilant which in turn
will definitely give a boost towards accomplishing our goal of
Digital India.

Officer
Z0 Gandhi Nagar




Mol Signed with Punjab Agriculture University & PCSOA

Qur Bank has signed Mol with Punjab Agriculture University for the development of a‘Digital Technology
Park's at Ludhiana and Punjab Civil Services Officers Association (PCSOA) to offer exclusive salary account
to their members at Ludhiana. The MoU were signed in the presence of Shri Swarup Kumar Saha, MD &
CEOQ, alog with Shri Chaman Lal Shienhmar, Field General Manager and Ms. Shilpa Sinha, Zonal Manager

Ludhiana.
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23/09/2024
02/09/2024
01/08/2024

S12/2024-25
497/2024-25
A406/2024-25
457/2024-25

| 382/2024-25

IMPORTANT CIRCULARS ISSUED

Master Circular on Limited Review - Septembear- 2024

FAQ for Branches/Offices related to DO'S & DON'TS of Intermal Accounts
Imcorrect Usage of Intarnal Accounts

Amandment in G5T Provsions

Department Wisa Allocation Gflmml .ﬂu:cm.mm

08/08/2024

380202425

PSB Sl:l'mun Hem Hecmzbbe Productfur[uimte [Ilent

17/09/2024
31/08/2024
24/07/2024

30/09/2024
11/09/2024
07/09/2024
30/08/2024
18/07/2024
12/07/2024
12/07/2024
12/07/2024

474/2024-25
|432/2024-25
330/2024-25

517/2024-25
465/2024-25
456/2024-25
4223024-25
I12024-25
303/2024-25
302202425

| 700/2024-25

IBA scheme- fior recurrmml:lng umsp-urt upemtnrsm II‘IETIIIH' hm a:ll:iu-ms fmw.rwah ! wmu:hwal ! Hm—ﬂameﬂ
during the period 1st August, 2024 to 315t August, 2024

:Ex:emiunformepmmufmnpanelmmufeﬂsﬁngTE‘HUEagendﬁupmaulmm ]
Policy on Valuation of Property/’ Assets charged/ Mortgaged or to be charged to the Bank as Primary andfor Coflateral

Motional Rate Circular Effective from 01-10-2024

| Cessation of FEDAI Membership — Credit Suisse AG

Advisory on handling transactions in FCRA accounts

| Notional Rate Cincular Effective from 01-09-2024

Categorization of Forex Branches

Amendment In Import Policy Under Itc (HS) Code 07019000

Release of Foreign Exchange For Miscellaneous Ramittances

Imterest Rates on Forelgn Currency (Mon Resident) ASC Banks Scheme—Fonn(B

2000942024
04/05/2024
03/09/2024
23/08/2024
05/08/2024
01/08/2024
23/07/2024

15/07/2024
08/07/2024
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01/07/2024

489/2024-25
441/2024-25
436/2024-25
412/2024-25
356/2024-25

| 208/2004 25

324/2024-25

|304/2024 35

282202425

| 265/2034-35

257/2024-25

Advisory to verify caution list of third party entities involved in fraud maintained by [BA
Advisory on Referring CFR for Effective Credit and Fraud Risk Management.

Compliance of regulatory guidelines in timely reporting of fraud cases to [aw enforcement agendies
Cases of Frauds/Attempted Frauds/Third Party Emtities involved in Frauds (Sharing of Information)

| Cases of Frauds/Atternpted FraudsThird Party Entities involved in Frauds (Sharing of Information)

Advisory on cyber fraud
REI Master Directions on Fraud Risk Management in Commercial Banks (induding Regional Rural Banks) and All India
Fnancial Institutions

Casaufﬁalﬂsfmtempted Frauds/Third Party Entities involved in Frauds (Sharing of Information)
| Cases of Frauds/Attempted Frawds/Third Party Entities involved in Frauds (Sharing of Informaticn)
| Cases of Frauds/Attempted Frauds/Third Party Entities involved in Frauds (Sharing of Information)

Advisory on Cybe qudAwammsumrthmu:l —

26/00/2024
18/09/2024
18/09/2024
10/09/2024
09/00/2024
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20/08/ 2024
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|395/2024-25

I68/2024-25
3I67/2024-25
I64/2024-25

|328/2024-25

327/2024-25
326/2024-25

294/2024-25
262/2024-25

Celebration nlﬂamm]‘ﬂun’awﬂlmd[ﬂmm DE}I'EI‘I lstof[n:tctler
Punjab Sind Bank Officers Promotion Policy- Addendum

 Training Policy of the Bank

Punjab & Sind Bank Officers’ Promotion Policy

Staff Conveyance Loan Scheme

Bereavement Leave Scheme for Employeas

Ami-kyc and compliance certification by IBF

Separation of employees from banks services during the month of july 2024

Fraquently asked questions on the provisions of 12th BPS / oth Joint Note dated o8th March, 2024

Formula for fitment of pay of employees on promotion duly implementing the provisions of 12th BPS and 9th joint note

| Launch of Leaming Management System (LMS5) - PSB VidyaNidhi

Categorization of branches & zones as on 31.03.2024
Scheme for reimbursement of faes for courses offered by apex institutes and ed-tach platforms

:Mandau:nrleam policy for employees posted in sensitive positions or areas of oparations

Grant of honorarium to serving inquiry officers/ presenting officers appointed in departrental i mqunﬁ ]
Policy/ guidelines on empanelment of retired executives of public sector banks for appointment as inquiry officer in

| department inguiries
| Sports policy of the bank

Facility to change the option of availment of LFC block for workmen staff




FROM 01.07.2024 TO 30.09.2024

21/09/2024
21/09/2024

| 510/2024-25

495/2024-25
490/2024-25

Salient Features reiared mlhsk Based Iruemaﬂ Au:ﬁ't l_RBIA_IfcrHEi:I mewmtmlerinspecm&.mm Policy

:Gudelmunlzjcalanun Hmasmﬂaﬂc’slmpecum&ﬂ:dnmq

Zero Tolerance Areas (ZTAY

21/09/2024
04/09/2024

04/09/2024
03/09/2024
20/08/2024
04/07/2024

493/2024-25

| 440/2024-25

| 430/2024 35
| 438/2024-25

398/2024-25

273/32024-25

| Updation of loan documents in light of Latest RBI guidelines

Policy for transfer of stressed loans to asset reconstruction companies {(arcs)/ permitted transferees induding portfolio
transfer

:Puicyfornunaganmtnfrecmy in non- performing assets/ technical written off accounts

| Policy for utilization of services of extarnal pmfﬁsmmlyagencw;genufmasssmghmkmrmrymﬂmm accounts
Pericdic meetings with chairpersons/ presiding officars of drats/drts

Sop for ots proposal and calculator portal

05/09/2024

25/07/2024

452/2024-25

| 330/2024.25

Dearness Reliefhﬁeb:: rs fur ul:l 2024 to January 2025- Under Punjab Hndmﬁﬂﬂﬂ‘rﬂ'ﬁﬁ
| Pension Regulations, 1995

Group Term Life Insurance Policy for Employees of the Bank for the Period 12.08.2024 to 11.08.2025-Additional Group Term
Life Insurance Cover of *5.00 lakh to 20000 lakh

24/09/2024
24/09/2024
19/09/2024
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29/07/2024
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SO0/ 2024-25
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297/2024-25
96)'21}24—25
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492/20324-25
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366/2024-25
358/2024-25

| 343/2024 35

336/2024-25

|335/2024-75

| 314/2024 25
| 272/2024-25

259/2024-25

Mearger of Branch
Opening of New Branch - Siwan (R1636) Under Zone Kolkata

:Dﬂ-posit&!:ustmmr&anicePdicyzaz-#
| Opening of new Branches.

Introduction of "PSE Pink" Debit Card
Opening of Full KYC Online Savings Account through PSE UnlC

| PSE Executive 5B Salary Product

Introduction of Non Callable Retail Term Deposit Schama *PSE DHAN KUBER®

| Opening of New Branch - Rangpo (R1632) Under Zone Kolkata

PSE Scheme For Financing To Food And Agro Based Industries Under Msme Clusters (Odop)

| PSB Scheme For Financing Msme Cluster In Punjab Region

Tie-up amangement with M's Preet Tractors Pvi Lid. and M's Preet Agro Indusiries Pyt Ltd. under PSB Agriculiure
Infrastructure Fund (PSE AIF)

:PSBMfﬁm.&:mﬂﬁnmm

PSE Lakhpati DIDY

CGTMSE-Special Provision for Informal Micro Enterprises (IME)

Master Directions on Priority Sector Lending (P5L) - Targets and Classification

Tie-up arrangemant with M/s Malkit Agro Tech Pyt Ltd under PSE Agricutture Infrastructure Fund (PSE AIF) and PSEB Scheme
fior Finanding Fam Mechanisation

Opening of Web Portal - Dr Ambedkar Central SecturhMSrSuIdeSd:m (ACSIS) on Education Loans for overseas

| Studies for OBCs & EBCs — for submission of renewal claims pertaining to June 2024 Quarter (FY 2024-25)

Opening of Web Portal- Padho Pardesh Interest Subsidy Scheme- For submission of renewal daims pertaining to June 2024

i Quarter {FY 2024-25)

PSB GST ease loan (A MSME loan product]
“PSE nestie dairy loan schema’- for financing the farmers enfisted into tie up arrangement with nestle india limited
Extension of “psb rise and shine campaign: for empowering ram credit segment” (upto 15.07 2024)

25/09/2024
05/09/2024
30/08/2024
26/08/2024

13/08/2024
25/07/2024
23/07/2024
06/07/2024

| 507/2024-25

448/2024-25
433/2024-25
418/2024-25

| 392/2024-25

337/2024-25

1331/2024-25
| 281/2024.25

Standard Operating Procedure (S0P) for Opening and Closing of Cash through CBS System

SOF for SBSANC Menu for opening of new Society Account

SOP E-Kuber 2.0 Configuration

Forthcoming General Elections to Legislative Assamblies of Haryana and Jammu & Kashmir, 2024 - SOP on Transportation
of clean and genuine cash by banks.

Standard Operating Procedure (SOP) for Video based Customer Identification Process (V-CIP)

| Timely Entry /Verification of Customers Mandate / Transactions
| Master Direction on Storage of Notes & Coins

?ﬁﬂ%ﬂ'mmaﬁm‘thmm;m settling the unclaimad deposits from 03.07 2024 to 14.08.2024.
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Our Bank inaugurated stall at the world Food India 2024 at Bharat Mandapam, Pragati Maidan, New Delhi. The stall
was inaugurated by respected Shri Ravi Mehra, Executive Director, Shri Rajendra Kumar Raigar, General Manager,
Shri Gopal Krishan General Manager, Shri Avdhesh Narain Singh, Zonal Manager Delhi-l & 3hri Mahesh Sabharwal,

Zonal Manager Moida.
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c International Trade Expo, Greater Noida :]

At UP International Trade Expo, Greater Moida Hon'ble Shri Rakesh Sachan, MSME Minister, UttarPrM“and
Shri Nand Gopal Gupta, Minister of Industrial Development, NRI, Export Promotion, Shri Daya Shankar, Transport
Minister, Uttar Pradesh inaugurated our Bank's Stall. In this event Smt. Rashmita kwatra, Gerenal Manager,
Shri Dinesh Kumar Goyal, Gerenal Manager, Shri Kanwar Lal, Deputy Gerenal Manager, Shri Mahesh Sabharwal, Zonal
Manager Noida and other staff members were present there to represent our Bank. i '
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( Our bank signed MoU with Indian Air force ]

With a commitment to serve our
Air Warriors MoU has been signed
and exchanged by AVM Updesh
Sharma VSM ACAS (Accts & AV) Air
HQ and Shri Gopal Krishan, General

Manager.
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Move to Market Campaign drive conducted by Zonal Office Delhi-ll under the
support and guidance of respected Shri Ravi Mehra, Executive Director, Shri
Rajesh C Pandey, General Manager, Shri Gopal Krishan, General Manager & Shri

= S.V.M Krishna Rao, General Manager.
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Our Bank signed MoU with Indian Coast Guard for Defence Salary
Package. Shri Ravi Mehra, Executive Director along with Shri Gopal
Krishan, General Manager signed Mol at their Delhi office.
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